BDO’S TENTH
ANNUAL
PRIVATE EQUITY
PERSPECTIVE
SURVEY
Bracing for a Market Correction,
While Uncovering Value

2 / BDO’S TENTH ANNUAL PRIVATE EQUITY PERSPECTIVE SURVEY

Preparing for a
Market Correction
ABOUT THE STUDY
The BDO Tenth Annual Private Equity
PErspective Survey is an international
survey of more than 76 senior
executives at private equity firms
in the U.S. and internationally. The
survey is administered by PitchBook,
an independent and impartial research
firm dedicated to providing premium
data, news and analysis to the private
equity industry.

2019 will mark the 10-year anniversary of BDO’s inaugural Private
Equity PErspective Survey, which launched amid the Great Recession
in 2009. Ten years later, at the tail-end of the longest bull market
on record, we stand at the precipice of the next market downturn.
We’re overdue.
Most private equity professionals agree that a bear market correction—typically defined
as a 20 percent decline in the broader stock market—is in sight. However, predictions
on timing vary. KKR, for example, is predicting a “mild recession” in 2019. Blackstone
Group LP’s Jon Gray, meanwhile, has gone on record to say he is “willing to bet no
recession in 2019.”
According to BDO’s Tenth Annual Private Equity PErspective Survey, 89 percent of
private equity fund managers expect a prolonged downturn sometime in the next two
years. Over one-fifth (22 percent) anticipate a market correction in the next 6-12 months.
Meanwhile, more than two-thirds (67 percent) anticipate a market correction in the
next 1-2 years.

WHEN DO YOU EXPECT A MARKET CORRECTION WILL OCCUR?
3%

8%

67%

Within the next 6-12 months
Within the next 1-2 years
Within the next 3-4 years
Within 5 or more years

22%
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“Data suggests that there’s a shift underway in private equity. Valuations are at historic highs, as heightened
competition for a limited number of quality deals continues to drive up purchase prices. However, a
confluence of economic factors leads us to believe a market correction may be coming. Expect
valuations to be tested as buyers get less aggressive on cyclical assets.”
Scott Hendon, National Private Equity Industry Group Leader, BDO

Some might argue we’re seeing clear
signals a recession is already upon us,
with weakening economic growth in
Europe and China—the latter amplified by
the ongoing trade dispute with the U.S.—
the collapse of oil prices and tightening
monetary policies portending a similar
slowdown in the U.S.

HOW ARE YOU PREPARING FOR A MARKET CORRECTION?
Being more selective when evaluating
highly valued deals

70%

Holding current investments for
longer periods

What no one can predict, however, is the
next recession’s duration and severity.
A bear market does not a financial crisis
make—and without a major shock to the
system, it’s possible the next recession
will be shallow and short-lived.

14%

Exiting current investments

8%

Lowering terminal multiples

8%

Whether the next recession comes
tomorrow or in two years, private equity
firms are proactively taking steps to shore
up their portfolios for potential economic

headwinds. To prepare for a downturn, 70 percent of survey respondents are being more
selective when evaluating highly valued deals, although strong deal activity indicates
that investors are still eager to deploy capital. Concurrently, 14 percent are holding their
current investments for longer periods, and just 8 percent are exiting current investments.

Private equity continues to use leverage
consistently, with survey data pointing to
typical debt averages. Survey data shows
that roughly one-third (35 percent)
of PE sponsors are putting somewhat
higher amounts of debt on new portfolio
companies, to the tune of 3x+ EBITDA.
Meanwhile, more than one-quarter
(27 percent) of survey respondents report
the average debt load on new portfolio
companies is 2-3x EBITDA.

HOW MUCH DEBT ON AVERAGE ARE YOU PUTTING ON NEW
PORTFOLIO COMPANIES?
40%

35%
27%

30%

21%
20%

17%

10%

0%

0x EBITDA

1-2x EBITDA

2-3x EBITDA

3x+ EBITDA
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A look back at 2009
Private equity sponsors are in the business of financial stewardship and are often better positioned
to navigate a company through economic turbulence. According to a recent study from Harvard,
Northwestern and Stanford, PE-backed companies fared better than their non-PE-backed counterparts
during the last recession, exhibiting more resilience and faster growth. Here’s what PE execs did to
weather the storm:
BDO’S 2009 PRIVATE EQUITY PERSPECTIVE SURVEY
Reduced headcount at their portfolio companies

93%
88%

Reduced costs by scaling back

83%

Reassessed their market strategy

82%

Monitored cash flow on a weekly basis

81%

Renegotiated debt

38%

Engaged a turnaround professional
Declared bankruptcy for one or more
portfolio companies

28%

What we said then:

What we say now:

A lack of available senior debt, pricing
concerns and the liquidity crunch forced
private equity funds to scramble for ways
to deploy capital, while at the same time
keeping their portfolio companies afloat and
attempting to earn a return for investors.
In other words, they were squeezed from
all sides.

Debt markets remain strong despite nerves
around a recession and leverage is still
very much on offer. But to survive the
next recession, PE firms will need to take a
more conservative approach to structuring
deals and sensitize acquisitions towards a
recession scenario.
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USES OF PROCEEDS
FROM DEBT
Other than to fund acquisitions,
nearly a third of survey respondents
said they’re using proceeds from debt
towards dividend recaps (30 percent).
However, fewer are opting to improve
the balance sheet by refinancing debt
(14 percent) or investing in operational
improvements (17 percent). Fifteen
percent are not planning to increase any
of their portfolio’s leverage. Just under
one-quarter of survey respondents
(23 percent) say they’re using proceeds
from debt to fund add-on acquisitions.

WHAT’S SHAPING
THE 2019 DEAL
ENVIRONMENT?
According to survey respondents, the
Trump administration’s policies range
from mixed to quite positive. To be exact,
45 percent of survey respondents say
the policies of the Trump administration
are likely to increase investor interest
in private capital. Another 22 percent
expect exit multiples and the
environment to decline due to the Trump
administration’s policies, compared to
18 percent anticipating the opposite. This
perception has remained consistent: In
last year’s survey, 42 percent said the
new government could increase investor
interest in the asset class and only
9 percent believed the contrary.

OTHER THAN TO FUND ACQUISITIONS, HOW ARE YOU USING
PROCEEDS FROM DEBT?
30%
23%

Dividend recaps

17%

16%

Operational
improvements

Not planning to
increase any of
my portfolio’s
leverage

14%

Improve
balance sheet
(refinance debt)

None of
the above
(just to fund
acquisitions)

HOW DO YOU EXPECT THE POLICIES OF THE TRUMP ADMINISTRATION
WILL IMPACT THE ENVIRONMENT FOR PRIVATE EQUITY OVER THE NEXT
12 MONTHS?

8%

8%

45%

18%

22%

Investor interest in private capital likely to increase
Exit multiples and environment likely to decline
Exit multiples and environment likely to improve
Investor interest in private capital likely to decrease
Other
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According to last year’s survey, the
Trump administration’s decision to tackle
tax reform led many private equity firms
to take a wait and see position, which
constrained deal activity. This year, tax
reform is private equity firms’ chief
regulatory concern. It’s worth noting
that tax reform is often the reason cited
for the continued growth of the U.S.
economy. However, uncertainty remains
as we await additional guidance on
implementation of the Tax Cuts & Jobs
Act from the IRS. In addition, many firms
are only now fully realizing the entire
impacts of these changes.
In previous years, PE firms cited DoddFrank as the most impactful regulation,
ranked as a top concern by 39 percent of
respondents in 2016 and 29 percent last
year. Private equity firms may view DoddFrank as old news in light of the Trump
administration’s efforts to roll it back.
Concerns may rebound depending on the
agenda of the new Congress.

WHICH REGULATION IS OF GREATEST CONCERN TO YOUR BUSINESS?
Tax Cuts & Jobs Act (tax reform)

21%
20%

Affordable Care Act (ACA)

15%

Dodd-Frank
Alternative Investment Fund
Managers’ Directive (AIFMD)

13%

Other

8%

Foreign Account Tax Compliance
Act (FATCA)

8%

US government’s potential
infrastructure investment plan

7%

Foreign Corrupt Practices Act (FCPA)
Committee on Foreign Investment
in the U.S.

5%
3%

The Affordable Care Act also ranks
high on the list of regulatory concerns.
The pressure to retain talent with
competitive healthcare programs and the
political uncertainty around mandatory
benefits coverage by employers are also
dominating the regulatory landscape for
PE executives.

“Between the TCJA, Wayfair, and international-level reform, the new normal of tax is that change is constant.
Tax minimization is a critical value creation lever. Fund managers need a holistic, real-time view of their
portfolio’s total tax liability to maximize tax savings opportunities.”
Matthew Becker, National Tax Office Managing Partner, BDO
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Trade Tensions Are the Biggest Political
Concern in 2019
Reflecting the major impact of tariffs and the
proposed USMCA to replace NAFTA, trade is
overwhelmingly (50 percent) the biggest
concern among global political issues for
private equity fund managers. Trailing far
behind is the US presidential administration
(18 percent) and Brexit uncertainty
(12 percent).

As the Trump administration continues to work towards “leveling
the playing field” for United States’ manufacturing, private
equity firms with stakes in domestic and foreign manufacturing
alike are finding the predictability and calculation of future cash
flows less certain. Private equity firms should consider how
these regulatory shifts affect the manufacturing and distribution
channels of businesses in their portfolios before engaging in any
transactions. BDO regularly produces insights to help keep you
informed about developments that could impact your business,
including this content piece on how tariffs and escalating trade
tensions are affecting the private equity industry: Private Equity
Navigates International Trade Tensions.

WHICH GLOBAL POLITICAL ISSUE ARE YOU MOST CONCERNED ABOUT?
Trade issues

50%
18%

US presidential administration

12%

Brexit uncertainty
Economic shifts in emerging markets
U.S. relations with the
international community

8%
4%

International tensions

3%

Other

3%

None of these

3%

“When it comes to tariffs, there are always winners
and losers. The latest rounds of tariffs between
the U.S. and China are increasing production
costs, eroding margins, and raising prices for
U.S. consumers. These “section 301” tariffs are
impacting a range of goods from raw materials to
electronics and machinery. Previously, prospective
buyers paid comparatively less attention to
a potential target’s spot in the overall supply
chain and rarely considered the tariff impact
of a potential transaction. Recent uncertainty
around the future of U.S. trade policy has made
prospective buyers wary of a target’s exposure
to tariffs and the potential impact to margins
and operations.”
Damon V. Pike, Principal,
International Tax – Customs & Int’l Trade, BDO
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TOP DRIVERS OF
DEAL FLOW
In a competitive environment,
dependable sources of deal flow are
more vital than ever before. Private
company sales/capital raises are the
most cited drivers of deal flow in the next
12 months, noted by almost two-thirds
of respondents (61 percent)—a seven
percentage point decrease from last year
(68 percent) but up substantially from
the year prior. PE exits are the secondmost-cited at 21 percent, relatively
consistent with projections from the past
two years.
This finding seems to indicate a trend
that PE firms are sourcing most of their
deals from founder-owners, not other PE
firms or corporate divestitures. Founderowner buyouts are likely to become more
active in coming years as baby boomers
continue to retire.

WHAT WILL BE THE KEY DRIVER OF PE DEAL FLOW FOR YOUR FIRM IN THE
NEXT 12 MONTHS?
Private company sales/capital raises

61%

PE exits

21%

Corporate divestitures

5%

Other

4%

Public-to-private transactions

4%

Regulatory environment

3%

Investing in distressed businesses

1%

Tax reform

1%
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THE NEW BATTLEGROUND
FOR DEALS: HEIGHTENED
COMPETITION AT A TIME
OF SEISMIC SHIFTS

IN THE NEXT 12 MONTHS, WHERE DO YOU ANTICIPATE YOUR FIRM WILL
DIRECT THE MOST CAPITAL?
1%

8%

For PE firms, it is a constant battle
between competing forces - wanting
to put money to work, finding good
businesses and paying reasonable
prices—a real Catch-22 when multiples
continue to be high. There are early
signs that valuations are moderating
however. The public stock market is surely
indicating so.
Coffers overflowing, PE’s hunt for new
deals goes on: Focus largely remains on
new deals (versus add-ons, de-leveraging,
or funding portfolio working capital
needs), which is consistent with prior
years. Over the next 12 months, the
overwhelming majority (89 percent) of
firms will direct the most capital toward
new deals, putting on the backburner
add-on acquisitions and de-leveraging
portfolio company balance sheets.
Funding portfolio working capital needs
is also not a top priority compared to the
hunt for new deals.

89%

New deals
Add-on acquisitions
Funding portfolio working capital needs
De-leveraging portfolio company balance sheets

OVER THE NEXT 12 MONTHS, WHERE WILL THE COMPETITION FOR MIDDLE
MARKET DEALS COME FROM?

Competition for new deals in middle
market private equity is fiercer than
ever. Over the next 12 months, survey
respondents said the most competition
for middle market deals will come from
other private equity firms (83 percent),
followed by strategics (11 percent),
surprisingly lower than expected. While
strategic buyers continue to bid up prices,
middle market PE peers are multiplying
and, at the same time, bulge-bracket PE
firms are moving downward.

11%

7%

83%

Other private equity firms
Strategic buyers
Family offices
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UNDERSTANDING EVOLVING
GP/LP DYNAMICS
PE as a provider of superior ROI is under threat. Limited partners,
especially family offices and pension funds, are increasingly
investing directly, cutting out the PE middleman. While only
seven percent of PE execs say the most competition comes from
family offices, it’s a small but growing number.
Family offices may be the top source of commitments, but
they’re declining while pension funds are pulling ahead of them.
This may signal the growing trend of disintermediation among
family office investments.
To improve their relationships with LPs, most general partners
surveyed report taking steps to improve reporting transparency
and fee disclosures (44 percent) or offering alternative
investment structures (e.g. co-investments or separate managed
accounts) (40 percent).

“It’s necessary to take a holistic view focusing
on both portco and fund level operations
to improve decision-making, reduce risk,
and streamline business processes to drive
operational excellence and enhanced
profitability. A GP’s track record reflects
its ability to validate its investment thesis
and execute on its value creation strategy
to drive ROI for each investment. We
are seeing more significant enterprise
level cost containment efforts as GPs
continue to consolidate and/or outsource
a widening spectrum of back office
functions across the portfolio. In addition,
GPs are introducing innovative customer
experience, supply chain and broader digital
transformation strategies as disruptive
technologies continue to redefine the rules
of engagement across the landscape of
traditional businesses.”
Karen Baum, Partner,
National Advisory Services, BDO

FROM WHERE ARE YOU RECEIVING MOST OF YOUR
FINANCIAL COMMITMENTS?

5%

6%

3%

35%

8%
9%

34%
Family Offices
Pension Funds
Other
Universities
Insurance companies
Endowment funds
Sovereign wealth funds

WHICH OF THE FOLLOWING STEPS DO YOU TAKE TO
IMPROVE YOUR RELATIONSHIP WITH LPS?

4%

3%

9%
44%
40%

 Improving reporting transparency and fee disclosures
 Offering alternative investment structures
 Making changes to fee structure
 Negotiating side-letter requests
 Offering one-off management fee breaks
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GPs’ TRACK RECORDS AND MANAGEMENT
TEAMS ARE MOST VALUABLE TO LPs
The management team (20 percent) and track record (29 percent)
are the most important factors for LPs when evaluating GPs in
today’s environment. Operating experience (13 percent) and
investment focus (11 percent) are also important, but slightly
less so.

WHICH ARE THE MOST IMPORTANT FACTORS FOR LPs
WHEN EVALUATING GPs IN TODAY’S ENVIRONMENT?
Track record

29%

Management team

20%

Operating experience

13%

Investment focus

11%

Transparency

9%

Fee structure

9%

Ability to source details
Environmental, social &
governance (ESG) policies

8%
1%

Consistent with prior years, a plurality of fund managers said they plan to close 1-5 new middle market platform deals (84 percent) and
1-5 new middle market add-on deals (74 percent) in the next 12 months. The middle market was the most resilient sector during the last
economic crisis and continues to be the biggest driver of sustained growth.

HOW MANY NEW MIDDLE MARKET PLATFORM DEALS DO
YOU PREDICT YOUR FIRM WILL CLOSE DURING THE NEXT
12 MONTHS?

HOW MANY NEW MIDDLE MARKET ADD-ON DEALS DO
YOU PREDICT YOUR FIRM WILL CLOSE DURING THE NEXT
12 MONTHS?

1%

9%

15%
17%

74%

84%

1–5
6–10
21+

1–5
6–10
11–20
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WHILE SOME INDUSTRIES
ARE LEADING THE
WAY, OTHERS HAVE
BEEN LAGGING
Healthcare & biotech (22 percent)
and tech (24 percent) are the middlemarket sectors are most likely to
experience increasing deal activity
during the next 12 months, according
to survey respondents. However, retail
& distribution (20 percent) and real
estate (19 percent) are the middlemarket sectors most likely to experience
decreasingly deal activity during the next
12 months.
Whether or not it comes as soon as
2019, most dealmakers would agree
that a market correction is impending.
As such, we can also expect an increased
focus over the next year on investments
in the consumer staples and essential
services sectors – those that fulfill
constant, irreplaceable consumer needs.
Consumer staples have beat the S&P 500
by 49 percent in the last 25 years and
experienced most of its outperformance
during periods of economic recession.

WHICH MIDDLE-MARKET SECTORS ARE MOST LIKELY TO EXPERIENCE
INCREASING DEAL ACTIVITY IN THE NEXT 12 MONTHS?

24%

22%

14%

Technology

Healthcare & Biotech

Financial Services

WHICH MIDDLE-MARKET SECTORS ARE MOST LIKELY TO EXPERIENCE
DECREASING DEAL ACTIVITY DURING THE NEXT 12 MONTHS?

20%

19%

16%

Retail & Distribution

Real Estate

Natural Resources
& Energy
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“The rise of economic nationalism and populism around the world is shifting the dynamic for cross-border
investments, data, and people. Changes to international trade policies are also starting to have a profound
impact on private equity investments. Also, adding to this complexity, new U.S. regulations are changing how
international entities are taxed.”
Lee Duran, Tax Office Managing Partner, Japan Desk Leader, BDO

INTERNATIONAL INVESTMENT REMAINS
STRONG AROUND THE WORLD
Outside of North America, continental Europe is considered the
most attractive region for investment (45 percent) in the next
12 months, with Asia coming in second (27 percent). South and
Central America is projected in a distant next place at 14 percent,
with Eastern Europe (9 percent) and the Middle East and Africa
(5 percent) trailing behind as key regions for investment in the
next year.
In last year's survey, Western Europe (37 percent), Asia
(29 percent), and South & Central America (18 percent) were the
key regions projected to present the greatest opportunity for new
investments, perhaps suggesting Asia is beginning to fall out of
favor slightly given geopolitical concerns and more investors are
flocking to Europe instead.
The survey indicates that investors’ optimism for Continental
Europe is healthy, despite the tumultuous pending split between
the UK and the EU. Though it is worth noting that a possible Brexit
has led to a major decline in investors’ appetite for UK-dedicated
funds in the last year.

OPPORTUNITIES FOR UNLOCKING
DIGITAL POTENTIAL IN PRIVATE EQUITY
As competition intensifies for deals and PE talent, compliance
demands are straining resources. At the fund level, private equity
is looking inward, focusing on leveraging data in new ways
to lower management fees and provide investors with more
transparency without cutting into profit margins. That said, private
equity firms are prioritizing digitization efforts at the portfolio
company level (82 percent) over the fund level (8 percent).
However, challenges abound in today’s environment. Investing
in human capital (36 percent) and implementing digital
transformation initiatives (20 percent) are the top issues making
portfolio management difficult in the current climate. Also
significant, but slightly less so, are employing cost reduction
strategies (11 percent) and succession planning and management
(11 percent).

WHICH GEOGRAPHIC AREA (OUTSIDE OF NORTH
AMERICA) PRESENTS THE GREATEST OPPORTUNITY FOR
NEW INVESTMENTS DURING THE NEXT 12 MONTHS?
45%

27%

14%
9%

5%
Middle East
& Africa

Eastern
Europe

South &
Central
America

Asia

Continental
Europe

WHERE DO YOU SEE THE GREATEST OPPORTUNITY FOR
TECHNOLOGY TO DRIVE VALUE AT THE FUND LEVEL?
Performance metrics and
benchmarking

25%
24%

Deal sourcing

20%

Deal due diligence

16%

Fund accounting
Regulatory reporting and
compliance

8%

Investor communications

8%
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PORTFOLIO MANAGEMENT
DRIVING VALUE

WHICH STRATEGIES ARE YOU EMPLOYING TO BOOST
THE VALUE OF YOUR PORTFOLIO COMPANIES?

Integrating add-on companies is the top strategy employed
by PE firms to boost the value of their portfolio companies,
cited by over half of private equity firms that were surveyed.
And while traditional cost-cutting and operational measures
aren’t going anywhere, digital transformation is emerging as a
critical strategy to accelerating top-line growth post-acquisition
and unlocking hidden value across the portfolio. Twenty-three
percent of survey respondents are currently employing digital
transformation as a value creation strategy, and forty-five
percent of survey respondents say they are intentionally building
digitization into their value creation plans.

12%
15%
51%
23%

Integrating add-on companies
Implementing digital transformation initiatives
Cost reduction
Adjusting geographic footprint

WHERE DO YOU SEE THE GREATEST OPPORTUNITY FOR
TECHNOLOGY TO ACCELERATE VALUE AT THE PORTFOLIO
COMPANY LEVEL?
Competitive differentiation/
market penetration

35%

Operational efficiency

32%

Product/service
differentiation
Employee productivity

18%
6%

Cash flow management

4%

Risk mitigation

4%

WHAT STEPS ARE YOU TAKING TO DIGITIZE YOUR
PORTFOLIO COMPANIES?
Building digitization into
value creation plans

45%

Add leaders with digital
expertise to board/mgmt

19%

Assessing portfolio
companies’ digital maturity
Pursuing complementary
add-on investments
Leveraging a shared
services model

14%
13%
8%

“Digital transformation is all about re-imagining your business and operations for the digital economy.
The process of digital transformation is one of a series of deliberate steps to mature the digital capabilities
underpinning the desired future state of the business. Once you understand where you need to go, it’s a
matter of working backwards.”
Malcolm Cohron, Managing Director,
National Digital Transformation Services Leader, BDO
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HOW DIGITAL POTENTIAL
GETS CALCULATED
IN INVESTMENT
DECISION‑MAKING
Long-term digital “potential”—the
estimated bottom-line and top-line
growth that can be achieved through
digitization and digitalization strategies—
is an increasingly important part of the
deal calculus for a target investment.
The majority (57 percent) of PE firms
say digital potential is very important
to their investment decisions. Survey
respondents are less concerned with
a target organization's current level of
digital maturity—as long as they can see
the potential.

HOW IMPORTANT IS A TARGET ORGANIZATION'S LONG‑TERM DIGITAL
POTENTIAL TO YOUR INVESTMENT DECISIONS?
57%

60%

40%

29%
20%

0%

14%

Not important

Somewhat important

Very important

HOW IMPORTANT IS A TARGET ORGANIZATION'S CURRENT LEVEL OF DIGITAL
MATURITY TO YOUR INVESTMENT DECISION?
60%

46%
40%

29%
20%

11%
0%

Not important

14%

Very important

Somewhat important

Moderately
important
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While effectively harnessing disruptive technologies can drive significant portfolio growth, it also poses new challenges. Cyberattacks are the
obvious threat—but a subtler and more insidious threat is that of inaction in the face of disruption. To stay on the right side of disruption, PE
sponsors need to anticipate the signals of change and help their portfolio companies adapt for a more digital future.

WHAT'S MAKING PORTFOLIO MANAGEMENT MORE
CHALLENGING IN TODAY'S ENVIRONMENT?

WHAT DO YOU SEE AS THE GREATEST DIGITAL THREAT TO
YOUR PORTFOLIO COMPANY INVESTMENTS?
36%

Investing in human capital
Implementing digital
transformation initiatives

19%

Disruptive business models

Employing cost
reduction strategies

11%

Cyber attack or data
privacy breach

Succession planning
and management

11%

Commoditization/
automation

Diversifying products &
service offerings
Evaluating
cybersecurity risks
Adjusting geographic
footprints
Other

8%

29%

More agile competitors

22%
21%
17%
11%

Digital skills shortage

7%

4%
3%

A data breach, of course, is nothing to sneeze at; the financial and
reputational fallout is significant. For a prime example of how
cybersecurity can affect value, we can look to Verizon’s acquisition
of Yahoo. Following revelations that more than a billion user
accounts had been compromised in a massive data breach, Yahoo
had to slice $350 million off its asking price.
Too often in the deal-making process, cyber is viewed as a checkthe-box compliance issue and given lower priority. But with the
escalating impact, scale and complexities of cyber issues, potential
buyers can no longer afford to breeze over it.

WHEN PERFORMING BUY-SIDE DUE DILIGENCE, HOW
OFTEN DO YOU UNCOVER CYBERSECURITY PROBLEMS AT
THE POTENTIAL TARGET COMPANY?
3%
4%

21%
72%

Up to 25% all of the time
26–50%
76–100%
51–75%
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Private equity firms can use this checklist to ensure they are taking appropriate
actions before, during, and after the deal to mitigate the potential negative
impacts of cyberattacks and optimize the financial aspects of the deal.

Before the Deal
 Conduct a Dark Web Analysis for
the company, key personnel, and
selected supply chain partners
 Conduct a Social Media Analysis of
the company and key personnel
 Conduct an extensive Internet
Search of the company and
key personnel

During the Deal

After the Deal is Done

(Due Diligence)

(Remediation)

 Review the company’s information
security – policies, plans, and
procedures, including: Incident
Response (IR) Plan, Business
Continuity Plan (BCP), and
Disaster Recovery (DR) Plan
 Evaluate the company’s
cybersecurity education and
training program
 Assess the most recent cyber
vulnerability assessment and
penetration testing findings
 Conduct a new vulnerability
assessment & penetration tests,
preferably via an independent
cybersecurity services firm
 Assess the information technology
infrastructure, people, hardware,
and software
 Evaluate the company’s
compliance with industry required
cyber security risk management
framework
 Conduct a cyber liability insurance
coverage adequacy evaluation

Conduct a cyber risk assessment
Enhance IT technical operations
 Engage a Managed Security
Services Provider (MSSP) to:
 Provide managed monitoring
detection, & incident response
services —24x7x365
 Provide threat intelligence
services
 Provide cybersecurity education
and training to all employees
 Assess third-party vendor
cyber risks
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BDO’s Closer Look:
The transformation opportunity in the middle market can be boiled down to three foundational areas of
future value creation: Digital Business, Digital Process, and Digital Backbone.
At the heart of digital transformation is Digital Adoption by the
business and the people behind it. Operational change requires
behavioral change in order to truly become integrated into the
fabric of the business. You need your people to understand why
they need to leave the status quo behind, believe in the strategic
vision, and feel engaged in the process. Most importantly, they
need to understand what’s expected of them and have the
resources and training in place to get there. These fundamental
value drivers are interconnected—and will become even more

DIGITAL BUSINESS
is focused on creating
new value, market
differentiation,
and revenue in the
digital economy.

DIGITAL PROCESS
focuses on operational
reinvention by optimizing
end-to-end process
performance and
improving efficiency.

intertwined as your organization becomes increasingly digital.
BDO regularly produces resources to keep you informed about
the latest developments that may impact your business, including
this article on how middle market organizations are re-imagining
business and operations for the future digital economy: The
Middle Market Goes “Back to the Future”: THE DIGITAL
TRANSFORMATION JOURNEY.

DIGITAL BUSINESS
(GROWTH)

DIGITAL
ADOPTION

DIGITAL PROCESS
(PROFITABILITY)

DIGITAL BACKBONE
(SECURITY)

DIGITAL BACKBONE is the
foundation on which all digital
initiatives are built, centering
on addressing or removing
the IT complexities, risks,
and barriers to innovation, to
meet business and evolving
market demands.

For the private equity industry, it’s becoming increasingly complex to close deals at attractive prices in a highly competitive market while
also navigating a shifting economic, regulatory, and digital environment. Success in this challenging environment requires an approach
rooted in business model improvements, realignment of strategies, specialization, and deep industry expertise.
What’s more, as the industry anticipates a market correction, the battleground for deals is transforming. In addition, geopolitical changes
and emerging investor challenges are further muddying up rough waters ahead. The current situation demands nimble yet bold actions.
Adapting swiftly to unlock digital potential as competition intensifies is key to success. Those that keep their focus on innovative ways to
evolve are the players that will, in the long run, eclipse their peers.
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ABOUT BDO’S PRIVATE EQUITY PRACTICE
Strategically-focused and remarkably responsive, the
experienced, multi-disciplinary partners and directors
of BDO’s Private Equity practice provide value-added
assurance, tax and consulting services for all aspects of a
fund’s cycle, wherever private equity firms are investing.
ABOUT BDO USA
BDO is the brand name for BDO USA, LLP, a U.S.
professional services firm providing assurance, tax, and
advisory services to a wide range of publicly traded
and privately held companies. For more than 100
years, BDO has provided quality service through the
active involvement of experienced and committed
professionals. The firm serves clients through more
than 60 offices and over 650 independent alliance
firm locations nationwide. As an independent Member
Firm of BDO International Limited, BDO serves multinational clients through a global network of more than
80,000 people working out of nearly 1,600 offices
across 162 countries and territories.
BDO USA, LLP, a Delaware limited liability partnership,
is the U.S. member of BDO International Limited, a UK
company limited by guarantee, and forms part of the
international BDO network of independent member
firms. BDO is the brand name for the BDO network
and for each of the BDO Member Firms. For more
information please visit: www.bdo.com.
Material discussed is meant to provide general
information and should not be acted on without
professional advice tailored to your needs.
© 2019 BDO USA, LLP. All rights reserved.

People who know Private Equity, know BDO.

For more information on BDO USA’s service offerings to this industry,
please contact one of the following:
KAREN BAUM, DALLAS
214-969-7007 / kbaum@bdo.com

RYAN GUTHRIE, COSTA MESA
714-668-7385 / rguthrie@bdo.com

MATTHEW BECKER, GRAND RAPIDS
616-802-3413 / mkbecker@bdo.com

SCOTT HENDON, DALLAS
214-665-0750 / shendon@bdo.com

MALCOLM COHRON, ATLANTA
404-979-7109 / ccohron@bdo.com

TUAN HOANG, LOS ANGELES
310-557-8233 / tmhoang@bdo.com

LENNY DACANAY, CHICAGO
312-730-1305 / ldacanay@bdo.com

KEVIN KADEN, NEW YORK
212-885-8000 / kkaden@bdo.com

JERRY DENTINGER, CHICAGO
312-239-9191 / jdentinger@bdo.com

TODD KINNEY, NEW YORK
212-885-7485 / tkinney@bdo.com

JAMES DUFFY, MIAMI
305-420-8051 / jduffy@bdo.com

DAMON V. PIKE, WEST PALM BEACH
561-207-3205 / dpike@bdo.com

LEE DURAN, SAN DIEGO
858-431-3410 / lduran@bdo.com

MATT SEGAL, CHICAGO
312-616-4630 / msegal@bdo.com

BRYAN FISCHER, DALLAS
214-243-2934 / bfischer@bdo.com

DAN SHEA, LOS ANGELES
310-557-8205 / dshea@bdocap.com
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